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Metasploit ist ein Penetration-Testing-Werkzeug, dasin der Toolbox eines jeden Pentesters zu finden ist.
Dieses Buch stellt das Framework detailliert vor und zeigt, wie Sie esim Rahmen unterschiedlichster
Penetrationstests einsetzen.

Am Beispiel von Metasploit erhalten Sie einen umfassenden Einblick ins Penetration Testing. Sie lernen
typische Pentesting-Tétigkeiten kennen und kénnen nach der Lektu?re komplexe, mehrstufige Angriffe
vorbereiten, durchfu?hren und protokollieren.

Jeder dargestellte Exploit bzw. jedes dargestellte Modul wird anhand eines praktischen
Anwendungsbeispielsin einer gesicherten Laborumgebung
vorgefu?hrt.

Behandelt werden u.a. folgende Themen:

» Komplexe, mehrstufige Penetrationstests

* Post-Exploitation-Tétigkeiten

» Metasploit-Erweiterungen

 Automatisierungsmechanismen

* Entwicklung eigener Exploits

» Webapplikationsu?berpru?fung, Datenbanken, Client-Side-Angriffe u.v.m.

Die zweite Auflage wurde u?berarbeitet und aktualisiert. Neu dabei:

» Automatisierung mit Ruby-Skripten

* IPv6 in Penetrationstests

» SEH-Exploits

 Exploits fu?r Embedded Devices

« Umgehung unterschiedlichster Sicherheitsumgebungen

V orausgesetzt werden fundierte Kenntnisse der Systemtechnik (Linux und Windows) sowie der
Netzwerktechnik.
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From reader reviews:
Delbert Lambert:

This Hacking mit Metasploit: Das umfassende Handbuch zu Penetration Testing und Metasploit (German
Edition) book is simply not ordinary book, you have it then the world isin your hands. The benefit you
receive by reading this book is definitely information inside this reserve incredible fresh, you will get facts
which is getting deeper you read alot of information you will get. This Hacking mit Metasploit: Das
umfassende Handbuch zu Penetration Testing und Metasploit (German Edition) without we know teach the
one who looking at it become critical in pondering and analyzing. Don't always be worry Hacking mit
Metasploit: Das umfassende Handbuch zu Penetration Testing und Metasploit (German Edition) can bring
whenever you are and not make your handbag space or bookshelves' turn out to be full because you can have
it with your lovely laptop even cell phone. This Hacking mit Metasploit: Das umfassende Handbuch zu
Penetration Testing und Metasploit (German Edition) having great arrangement in word and layout, so you
will not truly feel uninterested in reading.

Brenda Evans;

The particular book Hacking mit Metasploit: Das umfassende Handbuch zu Penetration Testing und
Metasploit (German Edition) has alot details on it. So when you check out this book you can get alot of
benefit. The book was written by the very famous author. Mcdougal makes some research just before write
this book. That book very easy to read you can find the point easily after scanning this book.

Clark Palumbo:

Playing with family in a park, coming to see the water world or hanging out with good friends is thing that
usually you will have done when you have spare time, subsequently why you don't try point that really
opposite from that. 1 activity that make you not experience tired but still relaxing, trilling like on roller
coaster you have been ride on and with addition of knowledge. Even you love Hacking mit Metasploit: Das
umfassende Handbuch zu Penetration Testing und Metasploit (German Edition), you may enjoy bath. It is
very good combination right, you still want to missit? What kind of hang-out type isit? Oh occur its mind
hangout people. What? Still don't obtain it, oh come on itsidentified as reading friends.

Jeannette Villalobos:

This Hacking mit Metasploit: Das umfassende Handbuch zu Penetration Testing und Metasploit (German
Edition) is brand new way for you who has intense curiosity to look for some information because it relief
your hunger info. Getting deeper you upon it getting knowledge more you know otherwise you who il
having little bit of digest in reading this Hacking mit Metasploit: Das umfassende Handbuch zu Penetration
Testing und Metasploit (German Edition) can be the light food to suit your needs because the information
inside that book is easy to get by means of anyone. These books create itself in the form which can be
reachable by anyone, yes | mean in the e-book application form. People who think that in e-book form make



them fedl drowsy even dizzy this guide isthe answer. So you cannot find any in reading a e-book especialy
thisone. Y ou can find actually looking for. It should be here for you actually. So, don't miss this! Just read
this e-book sort for your better life along with knowledge.
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